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KOOPOWMHALINOHHBIA LIEHTP
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YTBEPX/IEH
npukasoM Pockomuanzopa

or 2.9, 02 101N I

Iepeyenb rpynn J0MeHHBIX HMEH,
COCTABANIOMIMX POCCHITCKYI0 HAUHOHANBHYIO IOMEHHYIO 30HY

POCCHICKYI0O HAUAOHANBHYIO JIOMEHHYI0 30HY COCTaBAAIOT JIOMCHHBIC
HMCHA, BXOAINKE B CISAYIOIME IPYNNbl JOMEHHBIX HMEH, UMCIOWHX €IAHHOE
VIIHKABHOE CHMBOJIBHOE 3HAYeH!e (1aee — 10MEeH BEPXHEro ypoBHs):

a) nomen sepxuero yposHs .RU;

6) nomen Bepxuero yposas .P@;

B) JlomeH BepxHero yposns .SU;

) MABIE JOMEHBI BEPXHETO YPOBHS, yNpaB/ieHHe KOTOPLIMH OCYILIECTRIIETCA
JAPCIHCTPUPOBAHHBIMI Ha TeppuTopuH Poccuiickolt Mejepaumn JOpHIHYECKHMH
AMIAMM, ABIAIOUIMMHACH 3apPETHCTPHPOBAHHBIMM  Biafenbuamu  6a3  JaHHBIX
YKa3aHHBIX AOMEHOB B MEXKIYHAPOAHLIX OPraHH3alMAX pacrpe/efeHUs CeTeBbIX
AIPECOB U AOMEHHBIX HMEH.

MUHHUCTEPCTBO LIAGPOBOIO PA3BUTHSA, CBA3H M MACCOBBIX KOMMYHHUKALIMH
POCCHHCKON ®EJEPALY

DEJEPAJIBHAA CITYKBA 110 HAJI3ORY
WHOOPMALIMOHHBIX TEXHOJIOT MM M MACERIREIXH

POCKOMHA/JI30P T
( RO 3 A PETHCTPHPOBAHO
Perucrpluloxuuinm
MPAKA3| o zops o
A9, 207 Mockna N_176

O onpeiesennn nepedns Fpynn J0MeHHbIX HMEH, COCTABAAILINY POCCHHCKYI0
HANHOHATBHYIO TOMEHHYH0 10HY

@ Q s



ﬁ KOOPOWMHALINOHHBIA LIEHTP
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yA Be3sonacHocTb DNS

Be3onacHocTb DNS:

- obecneyeHne LenoCTHOCTU U AOCTYNHOCTU cnyk6 DNS,

- MOHUTOPWUHI akTMBHOCTU DNS ana onpegeneHunst BO3MOXHbIX Npobrem
©e30nacHOCTN B CETU

NMoyemy 31O BaXXHO?

- UHTEpEeChI rocyaapCcTBEHHOW MOMUTUKN

- 3awmTa notpedbutend

- NpeaynpexaeHne NpecTynHoCT u atpudyums
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yA 3noynotpebneHne DNS (DNS Abuse)

BpeaoHocHaa geatenbHocTb B UHTEpHeTe TLDCON ?'? e o
Y ~— ionlinv ' -

yrpoxaeT BaaZeNbLam perucTpaunin JOMeHHbIX MMEH Y KOHEYHbIM 4 F?L it

No/Ib30BaTENIAM 33 CHET UCNO/b30BaAHMA YA3SBUMOCTEN U GYHKUUI B Teoeteon

skocuctembl MHTepHeTa n DNS (MpOTOKONOB, KOMMbIOTEPHBIX oo " ot

Bunton

CUCTEM, NpoLeccoB perncTtpaumnm JOMeHOB, Nonb3oBaTe/Ien U T. ,EI,.).

3T yrpo3bl BKAOYAIOT TaKMe AEeNCTBUSA, KaK:

Ipam bBanmoH u3 DNS Abuse Institut:
- pacnpefeneHHble aTaku TUna «oTKas B 0b6cny»kusaHmum» (DDoS)

DNS Abuse — amo nobol yuwepb,

i ;HMaUTMHr Komopelil nodsepaaem yz2po3e

- pacnpocTpaHeHue BpeaoHocHoe MO (malware) yesnocmHocme DNS u cosepwaemcs
- ynpasneHue BpeaoHocHbiM MO (botnet controllers) yepe3 DNS. I3mo moxcem 6bimb

- TeHepauuns 4OMEHOB B aBTOMAaTM4YecKom pexknme (DGA) noboe 3no8pedHoe 10 Malwere,

- pacnpocTpaHeHue HEe3aKOHHbIX MaTepManos botnet, pharming, shiching

https://gac.icann.org/activity/dns-abuse-mitigation
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PA ICANN DNS Abuse

Legacy gTLDs New gTLDs

Malware Domains

Phishing Domains

Malware Domains

Botnet C&C Domains Phishing Domains

Botnet C&C Domains

Spam Domains

Spam Domains

Mo aaHHbIM oTueta ICANN Domain Abuse Activity Reporting (DAAR) 3a aHBapb 2022
https://www.icann.org/en/system/files/files/daar-monthly-report-31jan22-en.pdf
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yA MupoBble npakTukm no 6opb6e ¢ DNS Abuse

- BHeopeHue HOBbIX NpaKTUK Bepudukaumm nosib3oBaTernen, Bkoyas
ncnonb3oBaHWe And aBTopmsaunmn n Bepugukaumnm rocyqapCcTBeHHbIe
(cucTeMbl HaumMoHarnbHbIX ID) 1 MexrocyaapcTBeHHble 6a3bl AaHHbIX

- MOHWUTOPUHI CYLLIECTBYIOLLUX PECYPCOB C LIeNb OnepaTUBHOMO BbISIBIEHMUS U
npecevyeHnst AeATenbHOCTM NPOTUBOMNPABHbIX PECYPCOB

- PasBuTue B3aMMoaencTBus CTOPOH (peructpaTypbl, PEFMCTPaTopsl,
NpaBoOOXpaHUTENbHbIE OpraHbl U 3KCNEPTHbIE OpraHn3aunn) ans
onepaTUBHOIO NPeceYeHnst 3noynoTpedneHni

- BHepgpeHue paHHero BbISIBNEHUSI CUCTEMHbIX PerncTpaLmii, NoTeHUManbHo
aCCOLMMPOBAHHbIX C MPOTMBOMNPAaBHLIMW pecypcaMn 1 3rioynoTpedneHmnsmm
DNS, B TOM 4Yncre ¢ MCNOMb30BaHNEM UCKYCCTBEHHOIO MHTENNEKTa



ﬁ KOOPOWMHALINOHHBIA LIEHTP
AOMEHOB .RU/.PO

yA MNMpoekTbl KoopanMHauMoHHOro ueHTpa

KoopAuHaUWOHHbIN LeHTP gomeHoB .RU/.P® akTnBHO BHeapseT n noaaep>KnBaeT
cylwecTBylowmMe NPaKkTUKKU U pa3pabaTbiBaeT cOH6CTBEHHbIE YHMUKAIbHbIE MEXaHU3Mbl, KOTOpble
HepeaKo NepexoAsT Ha YPOBEHb NYYLLINX MUPOBbIX MPAKTUK

JKocKcTtema 6e30NacHOCTU POCCUIACKOM
HaUlMOHAa/NbHONU JOMEHHOM 30HblI

JomeHHBIN

omennckl, o HeTockon rocycnyru

c 2012 roga c 2012 roga CKOpoO...

MHCTUTYT KOMMNETEHTHbIX OPraHn3aumi, a TakKe: CO6CTBEHHbIE METOANKM
MOHUTOPWUHTA,
oTpac/ieBble MeEPONPUATUE NO OOMEHY OMNbITOM,
pe3epBMPOBAHUE CUCTEMbBI PETUCTPALUN,
obpasoBaTeabithie MEPONPUATUA N MHOrOe Apyroe



ﬁ KOOPIVIHALVOHHBI/ LEHTP NomeHHbIN naTpynb: UHCTUTYT KO

2

OMEHOB .RU/.P®

HoBble KOMNEeTeHTHbIE OopraHn3auunu:

PocTtenekom
Conap

oryn
MHUU
UHTerpan

aHBapb 2022r: 12 komneTeHTHbIX opraHM3aumii

96 akKpeAUTOBaHHbIX PErMCTPaTOPOB
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71

NPEKPALLEHUE OENEMMPOBAHUA “/’
HE NMPOM3BOAUIIOCH BCINEOCTBUE ONEPATUBHOIO
YCTPAHEHUA NPUYUHLBI BITOKUPOBKU 124
BOCCTAHOBJIEHO OENErMPOBAHUE
MOCNE YCTPAHEHUA NPUYUHLI
BJIOKUPOBKK

1513 -,

MPEKPAUIEHWE J
NENETUPOBAHUA

278

194 _

>/ OBPALLEHMUE B NMPOLIECCE
PECYPC Bbl/1 3ABJIOKUPOBAH ( ’ OBPABOTKU
XOCTUHI-NPOBAVMOEPOM

457

PEMMCTPATOPOM HE YCMOTPEHO
NOCTATOYHO OCHOBAHWUI NS
MPEKPALLEHWS OENEMMPOBAHUS

[loMeHHbIM naTpynb: UTOrU roaa

narpyas  pd

Topsume nuHMm Vrpoan KoMneTenTHAE OpraHmaaumm Oruersi Yro nenars, ecnm Nposepka gomea

[loMeHHbIN NaTpYy/ib

BesonacHOCTb B POCCUMIHCKMX OMEHHBIX 30Hax obecneuunsaloT
KOMMNETEHTHbLIE OPFraHM3aunn U PEerncTpaTopbl AOMEHHbIX UMEH,

AENCTBYIOLWME BMECTE ANA YCTPAHEHNS BbINBNEHHBIX YrPO3

1 6 >30000

KOMMNETEHTHBIX XpuTepues obpaboTanHbix
oprasmzaumin sanpocos

Fopaune nuHUN ——>

utorn 2021 ropa:

v Q

O npoexre

MNet

11 637 o6paleHnit, ns Hux 6onee 90% - puwmHr

92,0% - pecypc 3abn10KupoBaH (npekpalleHo
AenerMpoBaHune Unm caiT 3abnoKknposaH
npoBanaepom)
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LloMeHHble MMeHAa B 6ase npoeKkTa

Mo ypoBHAM Mo soHam fiua 2012 Sk 2022
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. Bcero A0MeH0S, MPoLeALIAX Yepea Gasy . W3 HUX JOMEHOB 2 YPOBHA . W3 HIX IOMEHOB 3 YDOBHA W HIKE

Bbl MOXETE CKOHOUIYPUPOEaTH CBOWM COBCTEEHHBIA rpadk, BuIbpas Nepuoa 0ToBpakeHNA JaHHbIX U PAAbI B NereHae.

YYacTHUKM Hay4YHO-TEXHUYECKOro COTPYAHMYECTBA COBMECTHO pa3BmBatoT
nccnegoBaTenbCKyo nNnargopmy Ansa arperaumm nHgopmMaunm o BpedoHOCHbIX pecypcax
B ceTu VIHTepHeT,

NMDOBOAST AHANU3 UCTOUHUKORB «3MOBDENOBY» N OOMEeHUBAKTCY aHANnTuyYeckuMm

10



ﬁ KOOPIVHALIIOHHIV LIEHTP CncremMbl MOHUTOPUHra
} AOMEHOB .RU/.P®

350 "
@ JAunHamuKa yncna perucTpauum 4OMeHHbIX UMeH B gomeHe .RU u .P®, 205

300 NOTEHLMANIbHO AaCCOLLUMPOBAHHbIX C NaHAeMUeli KOPOHOBUpYCca
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AHB tdes map anp mai MIOH non asr ceH OKT HoSA AeK

I Y1CN0 perncTpaumii JOMeHHbIX MMEeH, acCOLMMPOBaHHbIX C MPOBEAEHNEM TECTMPOBAHMA
s Y1cno permcTpaumii LJOMeHHbIX MMEH, aCCOLMMPOBaHHbIX C BaKLMHaLmMen
Yuncno pernctTpaumii LJOMeHHbIX UMEH, CoAeprKalLMx NPAMOe yKasaHMe Ha Ha3BaHWe BUpyca

e Y 11CNO peFVICTpaLI,l/IlZ AOMEHHbIX UMEH, COOTBETCBYOLLNX KPUTEPUAM MOHUTOPUHTA



ﬁ KOOPLVHALINOHHBIN LIEHTP ﬂpyme ANMeMeHTbl 3KOCUCTeMbl

2

OMEHOB .RU/.P®

Ob6ecneyeHunto GYHKLMOHMPOBAHMS M IKCNyaTaLMMN Pe3epPBHOM CUCTEMbI PErNCTPaLLUM
(norosop ¢ MCK-IX 16 mapTa 2021r.)

Pe3epBHaa cucTema pernmcTpaumm npegHasHavyeHa ANsa BPeMeHHOro NPpUHATUA Ha ceba
OCHOBHbIX KPUTUYECKNX QYHKLUMIM AENCTBYOLWEN CUCTEMbI PETMCTPALMN AOMEHHbBIX MMEH MO
PeLIEHUIO perncTpaTypbl

* PeXVM roToBHOCTHU

* Pe)um NoBbILLEHHOM FOTOBHOCTM
*  Pexum 06bABNEHUA cObbITUA

* PexXum passepTbiBaHUA

*  Pexum ctabunmsauymu

* Pexum 3aeplieHuna

12
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2

COBepI.LIEHCTBOBaHMe dKocucrtembl 6besonacHocTn —
3TO HEﬂpeprBHblﬁ npouecc C soeJsie4yeHnem pas/invyHbIX CTOPOH OT NPOCTbIX

noab3oBaTe/iel A0 IKCNepToB No KMbepbe3onacHOCTU U rocygapcTBa

13



ﬁ KOOPOWMHALINOHHBIA LIEHTP
AOMEHOB .RU/.PO

4

w »
2 | Fecmorr ‘

[lenapTameHT pa3BUTMA MHPPACTPYKTYPbl SNEKTPOHHOIO NPaBUTENLCTBA
Bonpockl: 0 BO3MOXKHOCTM NPUCOeANHEHNA MHOOPMALIMOHHBIX CUCTEM

PErNCTPAaTOPOB AOMEHHbIX UMEH K EANHON cucTeme naeHTUOMKaLmm n

ayTeHTUdMKaunm (nanee — ECHA)

- AKTya/sibHbIM CTATyC U NEPCNeKTUBbI NpUcoeanHEHUA UHOOPMALMNOHHbIX
CUCTEM  PErnucTpaTtopoB AOMEHHbIX MMeEH, aKKpeguToBaHHbiXx AHO
«KoOpANHAUMOHHBIM UEHTP HAUWMOHANbHONO AoMeHa ceTun UNHTepHeT», K
EamHon cucteme naeHTnduKaumnm n ayTeHTUdUKaumu.
- TeHaeHUMKM ncnonbzoBaHua ECUA gna naeHTMPMKaumMmn n ayTeHTMdmnKaumu
OpraHM3auuaAmMn, OTAMYHBIMM OT (GUHAHCOBONO CEKTOpPA M OMepaTtopoB
cBs3u. Kakme Tnnbl opraHusaymii ncnonb3ytot ECUA gna naeHTuPpuKkaumm m
ayTeHTudUKaumnm B HacToALWNN MOMEHT.
- Pe3ynbTaTtbl 3KCNepmmeHTa no nogkntoyveHunto K ECUA cepsuncos
arperaTtopoB 06bABNEHUMN.

- AnHamuKa KoIMYecTBa NOATBEPXKAEHHbIX Npodunen nonob3oBatenen ECUA
OU3NYECKUX UL, N KOPUOMNYECKUX NNLL

14



ﬁ KOOPOWMHALINOHHBIA LIEHTP
A AOMEHOB .RU/.PO

.RU

MHeHue Begywmnx Perucrpatopos o npucoeagnHEeHUMN UHPOPMALUOHHDbIX CUCTEM
perncTpaTopoB AOMEHHbIX UMeH K EanHOM cucteme naeHTuduKaumm n aytTeHTudmKaumm
(nanee — ECUA)

1. OTAOPCUL AHpper lOpbeBuny Kysbmuues n AnekcaHap Hukonaesmy HKryr,

2. ot 00O Per.py lNMasen AHgpeesud MaTpukees.

15



ﬁ KOOPﬂ,MHAuMOHHbM LUEHTP

JOMEHOB .RU/.POD L]

4 ROUPIIB
J

MHeHMe KOMNeTeHTHbIX OpraHu3auum o TeKyLWEen CUTYyaLum n 0 NpucoeguHEHUu
MHPOPMALMOHHDbIX CUCTEM PETUCTPATOPOB AOMEHHbIX UMeH K EguHoin cucteme
naeHTnduKauum u ayteHtudukaumm (ganee — ECUA)

Ot lpynnbl IB AnekcaHap Cepreesny KannHuH

16



ﬁ KOOPOWHALINOHHBIM LIEHTP
— STUM

TLW aBnsietca BblicokonpodeccnoHanbHbiM TEXHUYECKUM LEHTPOM, KOTOPbLIN
cneunanusnpyetca Ha nogaepxke DNS-nHppacTpykTypbl POCCUNUCKOro cermeHTa
ceTn VIHTepHEeT 1 B3anMogencTBUM C akkpeauToBaHHbIMKU pernctpartopamu. TLN
SBNSAETCHA CEerogHsa TexXHosIorm4eckon nnatgopmon ons pernctpaTtyp AOMeEHOB
BepxHero yposHa — KoopanHaumoHHoro ueHTtpa gomeHos .RU/.P®, PocHANPOC
(pernctpatypa gomeHa .SU), ®oHga «PasymHbln IHTepHET» (pernctpatypa
nomeHa .[ETW), KoopanHaunoHHoro ueHTpa PernoHanbHoro gomeHa Pecnyonuku
TatapcTtaH (peructpatypa gomeHa .TATAR) — 1 paboTtaet ¢ pernctpatopammu
OOMEHHbIX MMEH Ha YPOBHE CEPBUCHbLIX KOHTPAKTOB, OKa3blBasi UM YCI1yru ro
TEeXHUYeCcKon nogaepkke [MaBHOro peecrtpa.

17
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NIOMEHOB .RU/.P®

2

RIPE NCC

RIPE NCC (ceTeBolt KOOpANHALMOHHbIV LEHTP)—
3TO permoHasnbHbi nHTepHeT-peecTp (RIR) ans
Esponbl, banxkHero BocTtoka 1 HeKOTOPbIX
yacten LleHTpanbHo A3umu. LLiTab-kBapTHpa
HaxoauTcs B AMcTepaame ¢ dunmanom s [lybae.
RIR HabntoaaeT 3a pacnpeaeneHnem u
perucTpaumen pecypcos Hymepaunmn MHTepHeTa
(appecos IPv4 , agpecos IPv6 n HomepoB
aBTOHOMHbIX CUCTEM ) B KOHKPETHOM pPErnoHe.
RIPE NCC noaaep*mBaeT TEXHNUYECKYHO M
aAMUHUCTPATUBHYO KOOPAMHAUMIO
MHOPACTPYKTYpPbl MHTEpHETa. ITO
HEeKOMMepYeCKas Y1eHCKaa OpraHn3aums,
HacuymTbIBatowan bonee 10 000 yneHos,
pPacrno/ioXKeHHbIX B bonee yem 76 cTpaHax
permoHa obCayKMBaHMA.

RIPE NCC Executive Board Resolution on Provision of Critical Services

At its meeting on 28 February 2022, the RIPE NCC Executive Board approved a resolution on provision of critical
services.

The RIPE NCC provides critical services to its membership spread across a diverse geographical and political region.

The Executive Board of the RIPE NCC believes that the means to communicate should not be affected by domestic
political disputes, international conflicts or war. This includes the provision of correctly registered Internet
numbering resources.

The Executive Board of the RIPE NCC is committed to taking all lawful steps available to ensure that the RIPE NCC
can provide undisrupted services to all members across our service region and the global Internet community.

The RIPE NCC will publicly document all its efforts to ensure that the registry is not negatively affected by laws,
regulations or political developments.

It is crucial that the RIPE NCC remains neutral and does not take positions with regard to domestic political
disputes, international conflicts or war.

This guarantees equal treatment for all those responsible for providing Internet services. This is a fundamental
reason why the RIPE NCC has been able to maintain its operations in the way it has for the past three decades. It
also means that the information and data provided by the RIPE NCC can be trusted as authoritative and free from
bias or political influence. Failure to adhere to this approach would jeopardise the very model that has been key to
the development of the Internet in our service region.

The Executive Board also expresses solidarity with those operators who have the difficult task of maintaining
Internet access to assist the people suffering from the terrible effects of armed conflicts and war.

*  Publication date: 01 Mar 2022 — NEWS, NCC SERVICES

18
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KOOPOWMHALINOHHBIA LIEHTP TCANN
AOMEHOB .RU/.PO

2 March 2022

Mykhailo Fedarov
Deputy Prime Minister, Minister of Digital Transformation
Ukraine

Dear Deputy Prime Minister,

| am writing in response to your letter received 28 February 2022. First, let me express my
personal concern for the well-being of your citizens in the midst of this conflict. ICANN and its
global community are aware of and concemed about the terrible toll being exacted against your

country.

You have asked that ICANN target Russia's access to the Internet by revoking specific country-
code top-level domains operated from within Russia, arranging the revocation of SSL
certificates issued within those domains, and shutting down a subset of root servers located in
Russia.

ICANN is an independent technical organization that manages the Internet’s unique identifiers.
ICANN is a facilitator of the security, stability, and resiliency of these identifiers with the
objective of a single, global, interoperable Internet. In our role as the technical coordinator of
unique identifiers for the Intemet, we take actions to ensure that the workings of the Internet are
not politicized, and we have no sanction-levying authority. Essentially, ICANN has been built to
ensure that the Internet works, not for its coordination role to be used to stop it from working.

As you know, the Internet is a decentralized system. No one actor has the ability to control it or
shut it down. ICANN's primary role, through the functions of the Internet Assigned Numbers
Authority (IANA), is to ensure the consistent and unique assignment of Internet identifiers in line
with global policies. These policies were developed by a multistakeholder community that
includes technical experts, businesses, academics, civil society, governments, and other
stakeholders who worked collaboratively to solve policy and technical challenges through
consensus. It is a model that has allowed the Internet to flourish over decades, and this broad
and inclusive approach to decision-making fosters the global public interest and makes the
Internet resilient against unilateral decision-making.

| want to specifically address your requests, from both the technical and policy perspective:

* For country-code top-level domains, our work predominantly involves validating requests
that come from authorized parties within the respective country or territory. The globally
agreed policies do not provide for ICANN to take unilateral action to disconnect these
domains as you request. You can understand why such a system cannot operate based
on requests from one territory or country concerning internal operations within ancther
territory or country. Such a change in the process would have devastating and
permanent effects on the trust and utility of this global system.

19
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TCANN

2

+ The root server system is composed of many geographically distributed nodes
maintained by independent operators.

* We do not have the ability to revoke the specific SSL certificates for the domains you
mentioned. These certificates are produced by third-party operators and ICANN is not
involved in their issuance.

As you have said in your letter, your desire is to help users seek reliable information in
alternative domain zones and prevent propaganda and disinformation. It is only through broad
and unimpeded access to the Internet that citizens can receive reliable information and a
diversity of viewpoints. Regardless of the source, ICANN does not control Intemet access or
content.

Within our mission, we maintain neutrality and act in support of the global Intermet. Our mission
does not extend to taking punitive actions, issuing sanctions, or restricting access against
segments of the Internet - regardless of the provocations. ICANN applies its policies
consistently and in alignment with documented processes. To make unilateral changes would
erode trust in the multistakeholder model and the policies designed to sustain global Internet
interoperability.

ICANN stands ready to continue to support Ukrainian and global Intermet security, stability, and
resiliency.

Sincerely,

Goran Marby
President and Chief Executive Officer
Internet Corporation for Assigned Names and Mumbers (ICANN)

20
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. RIPE NCC

RIPE NETWORK COORDINATION CENTRE

4 RIPE NCC

O

RIPE NCC Response to Request from Ukrainian Government

Letter from the Vice Prime Minister of Ukraine to RIFE NCC (FOF)
Response from Managing Director of the RIPE NCC [PDF]

Amsterdam, 10 March 2022
Dear Vice Prime Minister,

First, let me say that we at the RIPE NCC condemn the viglent actions that have been taken against
Ukrzine and your people. 3uch actions undermine the cooperation that is at the heart of the Internet.

Your letter asks us to take four separate actions. Because our response to the first three will b= of a
maore technical nature, we have addressed these in a separate appendix included with this letter. This is
=0 we can provide you with a clear and straightforward response to your fourth request, which is the
most relevant te our role and deserves the mast attention: “Withdraw the right to use IPyd gnd IPvE
oddresses by olf Russion members of the RIFE NCC™.

We regret to inform you that we cannot comply with this request. We do not have 2 mandste to take
such actions, and as an grganisatian governed by community developed policy 2nd Dutch law, we
cannot take such action unilaterally. We further believe that Internst number resource registrations
should not be used 35 3 means to enforce political eutcomes, and that daoing so would have serious
implications for the Internat, not just in the Russizn Federation but also for the rest of the world.

We are the authoritative source of information on who holds the right to registration of IP addreszes
=nd ASNz in our service region. Internet operators use this registry to make their own decisions on how
to route Internet traffic, resulting in an open Internet in which everyone can connect on their own
terms. Blacking or withdrawing resources from our registry would be unlikely to have immediate impact
on interconnection or traffic in Russia, but it could have unpredictable conseguences in terms of
harming the global coordination that is necessary for stable Internet operations.

Thiz is an outcome that would play into the hands of those who want a less open Internet that can be
uzed to enferce political decisions rather than allow open communications across the globe. As part of
the technical community, we have long campaigned to maintain the open Internet, and our ability to do
this depends heavily on preventing the registry from being used to achieve political ends.

Another effect of removing entries from our registry would be to diminish the ability of Internst
operstors to identify the source of Internet traffic, and conzequently undermine their ability to make
effective choices about who they should accept or block traffic from. Our registry also acts 35 an
important data source for those who wizh to monitor the health of the Internet in Ukrzine and other
countries. We provide this data freely to the Internet community and others whao carry out research on
the Internet and how traffic is routed owver it. Compromising our registry in any way, or changing it
zsccording to political needs, would reduce trust in the data we provide and compromise everyone’s
shility to get clear insight and understanding of what is actually happening with the Internst at any given
time.

Although we are unzble to comply with your specific request, | want to give you our assurance that we
will do everything we can to ensure cur Ukrainian memberz remain able to provide services to your
people. For example, we will be contacting Ukrainian members to make it clear that they do not risk
losing their IP addreszes if they cannot pay their invgices or are unsble to comply with certain
=dministrative requests. They carry out their werk under the most difficult circumstances imaginable,
=nd we wish to expresz our solidarity with them and our respect for their efforts to maintain Internet
access at such a critical time.
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K Hanbonee BaXKHbim 3aga4am
opraHn3auum OTHOCATCA:

- Pacnpegenexne n perncrpauma agpecos IPv4 n
IPv6 1 HomepoB aBTOHOMHbIX cucTem (AS)

- Paborta c 6a3oi gaHHbIx RIPE

- YnpasneHue Knacrepom cepsepos K-root, ogHnm
13 13 KopHeBbIX CEPBEPOB MMEH B MUpE.

- CopeictBune aeatenbHocTu coobuectsa RIPE

- PazsuTune cetn RIPE Atlas

- NMpepoctasneHmne KavyecTBeHHbIX
MHPOPMALMOHHO-U3MEPUTENBHbBIX YCNYT

Finally, let me express my deep sympathy for the people of Ukraine and my sincers hopes for 2n end to
the war that 2fflicts your country. We are 3 membership grzanisatian, snd we have close and long-held
ties with many Ukrzinian network operators who are providing Internet services to your people. And,
crucially for us, we have Ukrzinian staff among us, who experience great pain and uncertainty 25 they
wiatch events unfold. With all of this in mind, | find it completely understandable that you would maks
this request of us. | only hope you can understand why it is that we must refuse.

Yours sincerely,

Hans Eetyat Halen

Mamnaging Director
RIPE NCC

Appendix: Response to Remaining tems

Your letter requests four separate actions. Faor the sake of completeness, we have included our response
to the remaining thres below.

1. Revoke, permanently or tempararily, the domains "y, Zgg” and “gy7. This list is not
exhoustive and may also include other domains issued in the Russion federation.

The RIPE NCC does not have any role in issuing or revoking top-level domains like those you have listed.
Thiz remains the responsibility of ICAMN 2nd we refer you to their response.

2. Contribute to the revoking for S5L certificotes for the abovementioned domains.

The RIFE NCC is not 2 Certificate &uthority (CA) for domain names and does not issue SSL/TLS
certificates for websites. The RIPE NCC is also not @ member of the CA/Browser Forum.

3. Disoble DNS root servers situgted in the Russion Federation, namely:

4. SaintPetershurg, AU (IPvd 195.7.83.42)
5. Mescaws RU (IPvd 195.7.83.42, 3 jnstances)

The DNS root consists of 13 root servers operated by 12 independent grgapisatians (including the RIPE
NCC, which operates K-root). Aside from our underlying position 25 described in our accompanying
letter, there is & strong consensus that the DMS must remain newtrzl. This can be seen in the following

set of principles from the Root Server System Advisory Committee (RSSAC), which includes the principle
that the root server system “must be a stable, reliskle, and resilient platform for the DN3 service to all
users”.

Bublizasian.dais: 10 Mag 2022 — NEWS
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